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H O M E  A U TO M AT I O N ( D O M OT I C S )
• Domotics

• Hardcoded pre-configured routines for home management

• Dedicated hardware and (mainly) wired connections.

• Centralized control panel.

• High costs for installation and maintanability

• Requires dedicated personnel for reconfiguration.

• Fully automated – few to none user interaction



S M A R T  H O M E

• Set of stand-alone smart 

devices

• Controlled through an home 

assistant or smartphone

• No architecture costs (only

device cost)

• Requires constant user 

interaction for providing

smart service

• Commands issued through

the home assistant

• Need Internet connection

• Single point of failure



S M A RT H O M E A RC H I T E C T U R E
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N E W  G E N E R AT I O N  

S M A R T  H O M E S



N E W  

G E N E R AT I O N  

S M A RT  H O M E

• Autonomous device interaction (Machine-to-Machine)

• Smart – custom services

• Autonomous inter-device communication

• Requires limited user interaction

• Anticipating User Needs

• Reacting to context changes

• Heavy usage of Artificial Intelligence



S M A RT  H O M E  

S E RV I C E S

• Video surveillance

• Energy management

• Temperature (heating/cooling)

• Lights

• Comfort management

• Parental Control

• Custom services based on standard device functionalities





T H I R D  PA RT Y  A P P L I C AT I O N S
• Devices can be customized by installing 3rd party apps

• Main difference with previous models

• Smarter services to fully exploit device functionalities

• Accessible through general or dedicated marketplaces

• Trust assumptions are not straightforward

• Vulnerabilities and weaknesses

• Malicious code



T H R E AT S A N D  V U L N E R A B I L I T I E S



D E V I C E  

V U L N E R A B I L I T I E S

• Connection vulnerabilities

• Hardware vulnerabilities

• Usage of deprecated APIs

• Malicious usage of genuine 

functionalities

• Weak passwords



DATA  P R I VA C Y
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DATA  P R I VA C Y
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L A RG E  AT TA C K

S U R FA C E

• Network

• Internet-connected devices

• Roaming devices

• Smartphones

• Tablets/Laptops

• App marketplaces

• Physical compromission



I N C R E A S I N G

AT TA C K E R

M OT I VAT I O N

• Access to physical resources with direct impact on real life.

• Compromission might be a first step for physical intrusion 

detection.

• Huge amount of extremely private data constantly produced 

• Smart Working

• Reputation tampering



AT TA C K  T Y P E S

• Denial of Service (DoS)

• Network level

• Application level

• Botnet

• Spyware

• Ransomware



S O L U T I O N ?



H A N D L I N G  S E C U R I T Y  A N D  P R I VA C Y



S E C U R I T Y  

D I R E C T I O N S

• Protecting data privacy

• Data Flow Control

• Privacy preserving analysis

• Enforcing Access Control on critical resources and 

operations

• Avoiding Single Point of Failure

• Proactively detecting intrusion attempts



LO C A L I Z E D S TO R A G E  A N D  

A N A LY S I S

• Store data locally

• Controlling data flows

• Managing the house cyber-perimeter

• Tainting data and identifying data sinks

• Exploiting anonymization when data are sent out of the perimeter



AV O I D I N G S I N G L E  P O I N T  O F  

FA I L U R E

- P2P Architecture

- Decentralization

- Functionality replication

- Fault Tolerance



P R I VA C Y  P R E S E RV I N G A N A LY S I S

• Performing analysis without disclosing sensitive information

• Minimum needed privilege

• Usage of anonymization, data suppression and other Privacy Enhancing technologies



I N T R U S I O N D E T E C T I O N
• Physical Intrusion

• Intruder

• Physical misbehavior

• Software Intrusion

• Malware

• Compromised device

• Device Fault

• Broken sensor/actuator
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M U LT I  L E V E L I D S
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P R E L I M I N A RY  I D S  F O R  S M A RT  

H O M E  E N V I RO N M E N T S
• Simulated testbed representing a smart home system

• Using Kademlia as a DHT

• Replicated database

• Handling communication

• Standard machine learning classifier

• Tested against the MIRAI botnet attack



A N A LY Z E D  

F E AT U R E S



C L A S S I F I C AT I O N R E S U LT S

( S C A N N E R )



C L A S S I F I C AT I O N R E S U LT S

( D D O S )



C L A S S I F I C A T I O N  

R E S U L T S



T H E  S I F I S -

H O M E  

P R O J E C T

EU project Funded by H2020 under 

GA #952652



T H E  S I F I S -

H O M E  

C O N C E P T



T H E  S I F I S - H O M E  S O L U T I O N

Development 

Tools

Third party 

developers

SIFIS-Home 

Framework

SIFIS-Home Solution



D E V E LO P M E N T  TO O L S



S I F I S - H O M E  F R A M E W O R K



M O R E  I N F O

• Website: www.sifis-home.eu

• Twitter: @SifisHome

• LinkedIn:  https://bit.ly/3f54GCZ

http://www.sifis-home.eu/


T H A N K S  

F O R  Y O U R  

A T T E N T I O N

Email: andrea.saracino@iit.cnr.it

Web: andreasaracino.it

Twitter: @iorisecurity

mailto:andrea.saracino@iit.cnr.it

